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This instruction implements Air Force Policy Directive (AFPD) 33-1, Command, Control, Communica-
tions, and Computer (C4) Systems; Defense Information Systems Agency (DISA) Circular 310-70-79,
MYSTIC STAR Network Management Manual and Users Guide, and Department of Defense (DoD)
Directive 4650.2, Military Affiliate Radio System (MARS), January 17, 1986, with Change 1. It identi-
fies responsibilities to implement and support Air Force high frequency (HF) radio, land mobile radios
(LMR), cellular telephones (CT), and Military Affiliate Radio System (MARS). Refer technical ques-
tions concerning LMRs and MARS to HQ AFCA/SYXM and questions concerning HF to HQ AFCA/
SYXR, 203 W Losey Street, Room 3065, Scott AFB IL 62225-5234, and questions concerning MYSTIC
STAR to HQ AMC/SCP, 203 W Losey Street, Room 3180, Scott AFB IL. Send recommended changes
and conflicts between this and other publications on Air Force (AF) FormR&Ebmmendation for
Change of Publication to HQ AFCA/XPPD, 203 W Losey Street, Room 1065, Scott AFB IL
62225-5224 . Attachment 1 lists references, abbreviations, and acronyms used in this instruction.

(AFMC) This supplement contains guidelines and procedures for managing high frequency radios, cel-
lular telephones (CT), land mobile radios (LMR) and the military-affiliate radio system within AFMC. It

is recommended that each base CSO develop a supplement to outline local procedures for managing hic
frequency radios, LMRs and the military-affiliate radio system. These radio systems, with the exception
of the CTs, can provide extensive capabilities during contingency operations with proper planning. Write
their use into your planning documents, then exercispléms to test the systems under stressed loads to

determine both equipment and operator overload limits. Base supplements may add to but not reduc
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requremers from the AFl and MAJCOM suplemerts. This sypplement does ot aply to the Air
National Guard.

SUMMARY OF REVISIONS

Thisdocumernt is substantially revised and must be completely reviewed.
(AFMC) Thisdocument is subattially revised am must be completsl reviewed.
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Attachment 5—CELLULAR TELEPHONE ACQUISITION DECISION MATRIX 27

Attachment 6—CHECKL |IST FOR MAJCOM LAND MOBILE RA DIO MANAGEM ENT 28
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Section A—Managing High Frequency Systems

1. United States Ar Force HighFrequency.All agencies identified in this section coordinate HF
requirements ad solutionssothat radiosystems ad networksactively suppat the wsers.

1.1 Headquarters United States Anrce, Command and Control Combat Requirements and Info
mation Warfare Division (HQ USAF/XORI) overges the devejament, documentatio, and valida-
tion of USAF operationlarequirements fioHF communications sfems.

1.2. HQ Air Force Communications and Information Center, Traasmisgons Systems Branch (HQ
AFCIC/SYNT) directs the @velopment, operation, and mainéace of USAF HF sstems and net-
works.

1.3 HQ Air Force Communications Agen¢fiQ AFCA/SYXR):
1.31. DewelopsUSAF HF architecture, staradds, pdicies,and pocedues.

1.32. Recommends, analyseand approves siems operations and maintenaisappot meth-
ods.

1.3.3 Identifies, reviews,and tacks al USAF HF technicalrequiremens.
1.3.4. Facilitates globleand regional eworking solutions.

2. The Globd High Frequency System This systemconssts of 15 HF sationsaround the world pro-
viding worldwide communicationso all DoD ground agencieand aircaft.

2.1 The sytem suppats:

2.1.1 Commam and cotrol, specid purpose, contingency air-ground-air, ard Navy
ship-to-shore commurications. Neither the system nor individual stations are dedicated to any
service, command, or othactivity.

2.12. Authorized sers according tceestablshed traffic precedence.
2.2 The Glob&aHF Systen Manage(HQ AFCA/SYXR):
2.2.1 Establislesasingle set of Air Fore procedures for globaHF system operations.

2.2.2 Reviews and implements MIEOM-level recommendations for changes to the Air iée
Global H- System procedure
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2.2.3. Coordinatesthe mission requiremerts of HF system users wih gopropriate MAJCOM
plans/progams, operationsandrequirementdirectorates.

2.2.4 Answers requsts for intercommad and intersrvice sgecial communicationsuppart.
2.2.5 Evaluategylobal H- system network perfamarce.

2.2.6. Accompanies MAJGOM HF managers o staff visits to evaluate operations, euipment
use,and system integrity.

2.3. MAJCOM HF managrs within the Air Combat Commandir Mobility CommandAir Faorce
Materiel Command, Pacific Air Forces, United Sétes Air Forces in Europe, Air Force Spac€om-
mand, Unite States NavyHigh Command (HCOM - USN HF/SSB Communication®Netwak), and
MYSTIC STAR:

2.31. Overse operations of asets undetheir contol.

2.3.2 Matchemployees and equipmetrto job requirements.

2.3.3 Evaluatetraining, operationsand equipmetruse.

2.3.4 Coordinate pulbtation creation ad production.

2.3.5 Track each publicatio throudh productian and report itstatus ¢ the systemsmanager.
3. MYSTIC STAR Sydem. Thisis a worldvide communi@tions syseém, operaed and mairdined by
elements of the UniteBtates Air Force, Unied States Amy, and UnitedStates Navy, undethe control
of the DSA Operations Centeillts network povidesworldwide commurcations ly directly controlling
radio equipment locad at glob&aHF system stations. It consists ofnalthigh frequency satelli@nd HF

networkssupporting Pesidential, pecial air, commandstin-chief, Joint Staff, ery important grsons,
and command airbone misions.

3.1 The MYSTIC STAR HF Network Corsists of:
3.11. A singlemasternet contrd station(MNCS)located at Antews AFB MD.
3.1.2 Interstation ad intersite circuits.
3.1.3. Relay ard auxiliary communicationsubsystems.
3.2 HQ AMC/SCP:
3.21. Over=es tle life-cycle managemenhof theMY STIC STAR Netwok.
3.2.2 Dewelopssystem architecte, netwak policy, ard guidelinesin conjunction with DISA.
3.23. Oversestheactivities of tre MY STIC STAROps-Teh Managetrs Office.

3.2.4 Managegdhe Ife cycle, futue danning, progamming, and budgeting MYSTIC STAR
elementdrom a system pespective.

3.3 The MYSTIC STAR Ogerations TechnidaManager:

3.3.1 Opeaatesfromthe MYSTIC STAR OpsTech Manage's Office (locatedin the 789h
Communication$Squadron, Andrews AFBVID).

3.32. Directly intafaces with the M STIC STAR uses.
3.3.3. Evaluates systeiffacilities.
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3.34. Assesses netwdt peformance.
3.35. Compares perfomarce trenddo establishal standrds.
3.3.6. Recommendsmprovementsd criteria, documentation, or perfoarce.

3.3.7. Works wih personnel on all plan$or operating, maintaining, managing, qolling, and
configuring the network.

3.3.8 Recommends budgetsr network opeations.

3.3.9. Reports the operational staus, performance datus, or limitations of the network to HQ
AM C/SCP.

3.3.10 Implements fans aml special system configatiors.
3.4 The Commander, 88CCommunictions Group:
3.41. Manags, opeates, and evaluatethe MNCS accordimg to DISA Circular310-7679.

3.4.2 Gives nework status updies to the M STIC STAR system manager throughthe opera-
tions tehnical mager.

3.4.3 Provdesfacility, administrativeand logstical suppat for the MNCS.
Section B—Managing Land MobileRadios ard Cellular Telephones

4. Managing Land Mobile Radios(L MRs) and Cellular Telephones(CTs). LMRs include lase sup-
port radios, pagers, and CTs. NBET This instruction does napply to alarm monita and contol sys-
tems,citizers-band radios,and lowpower systems.

4.1 HQ AFCIC/SYNT is the Air Facefocal pointfor developind-MR policy. (This responsibility
is delegatedo HQ AFCA/SYXM.)

4.2 HQ AFCA/SYXM:
4.21. Actson behalfof HQ AFCIC/SYNT aghe dayto-day Ar Force LMR Systen Manager.

4.22. Provides the Ar Force a single poihof contactfor HQ USAF, MAJCOMSs, vendors, and
other paties to impove LMR suppat and formulates paty changes foHQ USAF review and
approval.

4.2.3 Monitors LMR technologid adwances and changesitlentify thetypesof LMRsthat will
best sasfy mission requiements for both wartme and peaetime. Evaluates practicaimprove-
ments iINLMR support that enhance sign paformance, &fer signficant savings in personnel or
operaing casts, and povide othe benefits.

4.24. Reviews MAJCOM audt information, identiies base-leve deficiency pattssand tends
with Air Force-wide appliability, and crossfeeds thamformation b all MAJCOMsfor inclusion
in MAJCOM individud crossfeal prograrrs.

4.3, Air Nationd Guard (ANG/SCIS) provides guidancetANG units.
4.4 MAJCOMs:
4.41. Establish a singlpoint d contactfor LMR issuesat ther headquarters.
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4.41. (AFMC) The ARMC focal point (MAJCOM LMR marmger) isAFMC Computer Systems
Office (AFMC CSO/SCSQ., 4225 Logistics Ave, Siite 20, Wright-Patterson AFB OH
454335759).

4.4.2 Must appoint a cmmand-level LMR manager. Forward a copy of the command-level
managerppointment lette and any changg to HQ AFCA/SYXM within 15 days.

4.43. Use Attachmernt 6 checklist as a guide to agre compiance with Air Foce LMR policy
and guidaoe.

4.5 MAJCOM LMR Mareger:

4.5.1 Must complete Air Force Qualification Training package (AFQTP)2E1X3-210W, Base
Land Mobile Radio Manaement, accading o AFI 36-2233, Air Force OrThe-Jab Training
Products foe Communications-Ectronics Enliste Specialty Training.

4.52. Must se either theurrent version of te Air Force Stancard LMR Management Iforma-
tion System (MIS) or LMR Tracking and Reporting System (TRS) to manage the command’s
LMR, pager, and cellulaasses.

4.5.3 Must comjge command bse-level LMR MIS a TRS data durig 11-31 January/July and
provide a cpy of theconsolidated data to ) AFCA/SY XM not laer than 1 February/Awgust.
Review and providéeedback tdield units on the accuracy bMR MIS orTRS data.Thereport-
ing requirementsin this paragraph along with paragraphs 4.7.14., and4.96. areexempt from
licensing according to AFI 3-124, The Informabn Collections and RportsManagement Pro-
gram; Controling Internal,Public, andnteragency AiForce Information Collections.

4.5.4 ReviewsMAJCOM and command kee-level LMR audit infomation, identfies bae-level
deficiency ptterns am trendswith command-widepplicability, andcrossfeeds thahformation
to field units fa  inclusian in ther crosfeed progams.

4.5.5 Provides a coy of MAJCOM ard command bse-level audireportsto HQ AFCA/SYXM.

4.56. Evaluaes pamed base-evel corredive adionsfor audit-related LMR deficiencies and
makes sure thggroceduratontrols topreventrecurrence ag included and mplemented.

4.5.7. Crosskeds surplus LMR equipment lists and requestsfor equipment assigance to com-
mard bases and othreMAJCOMSs.

4.58. Prepares a supplementthis AFI to accommodate MJCOM situations. As a minmum,
identifiesMAJCOM point d contact.

4.6. Base Communications-Information SystemsOfficers (CSQx
4.6.1 Appoint,in writing, the bae-level primaryalternate LMRmanager.
4.6.2 Managd_.MRsfor theinstallation commander.

4.6.3 Appoint theLMR Quality Asurance Evaluator, if appoiting authoriy is delegated by the
installationcommancer.

4.6.4. Make sure the M8 ortheTRS and maintenancersice contract inventaes arereconciled
annualy with one accomplished 3@®0 days por to contract/opbn awad date.

4.65. Review and validate tbFive-YearReplacement Bn on an annwal basis.
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4.6.6. Provide a copy of the validated FHve-Year Replacement Plan to usng organizations for
budget deisions.

4.6.7. Review LMR auditreports,identifies bae-level deficiency pattens and trends wih com-
mandwide applicability, and crosfeeds thatnformation to MAJCOM for inclusion ntheir cross-
feed progam.

4.6.8 Provideacopy ofall LMR-related Iaal audt reportsto the MAJCOM LMR manager.

4.6.9. Evduateplanned base-lesl correctve actons for aud-related LMR deficencies ad
ensures procedural contragspreventecurrence are implemented.

4.6.10. Analyze and evaluateaeh CT requirement. (SeAttachment £ for guidance on develop-
ing telephone acqaition decision maix.)

4.6.10. (AFMQ) Is the approval authiby for all requrement douments which identify cellular
telephones athe recommended technical solutidm.addition b the CSRD requemert criteria
documented in AFI 33-106 Attachment 5, CTs nust not be approved for use asthe prmary or
only communi@tions device in ontingercy or energency operatiors. The CT infrastructure is
extremely vulnerableto physi@ damage (huicane,earthquale, etg and eva if they survive the
physicd damag@ of a dsaser, will be unavailale in times of crisis deto systen overload.

4.6.11. Make sure atechnical solution for each CT requirement is prepared. When it is deter-
mined that a CT is the solution make sure the techmicsolution includes an analysisfahe secu-
rity risk for therequirement.

4.6.11. (AFMC) ApproveCTs only afte all other technicasolutionsare researcled and deter-
mined not adequateotmeet customerequirements.

4.6.12. Make sute a cost comparison is prepared for each CT requirement. This analysis will
address the feasibility and ccst of using eah (for example pagers, LMRs, and so forth). It
includes alife-cycle cat estimatefor each altenative determinedeasible.

4.6.13. Acquire CT assets and service using existing MAJCOM procedures for requesting and
appra/ing mobie communications rege@ments.

4.6.14. Dewelop and diseminates unform CT policy to includ referene to personal als con-
sistent with AFI 33-111, Tdephone SystemsManaemernt, and the usage of government tele-
phones.

4.6.15. (Adled-AFMC) Provide asistance and policy to the local Contracting Office dse in
training International Merchant Purchase Authorizaton Card (IMPAC) cardhdders on rquire-
ment for the purchase oL MR asses.

4.7. Base LMR Manager:
4.7.1. Mustcomplete AFQTP 2E1X3-210W accordmto AFIl 36-2233.

4.7.2 Must wse either the cuent version of the Air Force StandardMR MIS orLMR TRS to
manage thbase’s hos and tenant IMR, pager, and CTsaes.

4.7.3. Maintain an LMR continuiy folder. As a minmum,include the items listed at tathment
2 in the continuity folder.
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4.7.4. Use National Security Agency (NSApproved avices for LMRs requiring communica-
tions searity (COMSEC)or data ewryption aacordingto standrds of the National Institute of
Standads and Technology(NIST) and Federal Informatian Processing Standad (FIPS) Publica-
tion 140-1 Security Requirements$or Cryptographic Module

4.75. Use NSA/NIST-approved Type | COMSEC avices with a \alid United States Govem-
ment equipmetndenification (USGHD) endasement numér to scure classified trafic.

4.7.6. Use NR/NIST-approved Type Il COMSEC equipment with a valid USGEID endorse-
ment numberd protect unclassified information relating to nation& security.

4.7.7. Send requestsfor excegionsto HQ AFCA/SYSC/SY XM, 203 W LoseyStreet, R@m
3065, Scott AFB IL 62225234 with a coresy copy to your M\JCOMLMR Manager.NOTE:
ANG units submit waiver requests througANG/SCIS, 35@ Fetche Avenue, Andrews AFBAD
203315157.

4.7.8. Use onl keying materibproduced byNSA amd accountd for and distributedn the COM-
SEC material control sstem.

4.7.9. Establish reeds for datancrypion standrd keying materialsat leat 45 days befiee you
need them. (See Air Force Cryptographic Operationd Genreral Publication 2 [AFKAG-2], AF
COMSEC Accountig Manual,and appopriate Ar Force 33-seriepublications.)

4.7.10 Maintan COM SEC-equipped-MRsacacording to AFSAL/National Telecommunications
Information System &urity Instruction (NTISSI) 30®, Safeguarding and Contrd of Data
Encryption Sandard (DES) Equipment and Assciated Undassfied Communications Security
Aids.

4.7.11 Make sure personel whomaintain COM SEC-equipped-MRs:
4.7.11.1 Have Unted States citizeship.
4.7.11.2 Attend a contrdled cryptogaphicitem briefing.
4.711.3 Reecive CQMSEC avareresstraining.

4.7.11.4 Verify all LMRs are zerized or the encrypon moduleremoved beforgiving them
to contractmaintenancefor repair.

4.7.11.5 Process requirementsfor LMRs acording to AFI 33-103, Requireants Develop-
ment al Processing.

4.7.12. Make aure an auhorized frequency is assigied to al frequency dependent equpment
before purchaseaccording to AFI 33-118, Radio Frequency Spedrum Management. EXCEP-
TION: Equipment dsignate for deploymenhpackages @&exempt fom this requirementHow-
ever, frequeny managemat planning for deploymerts wel in advaice isessential. See
Attachment 4 for planning guidace for LMR radio deployment.

4.713. Make surerequirements hat call for theuse of intrinsically safe LMR (ISLMR) equip-
ment are sbmitted through command safety channels for validation before local approval and
acquisition. Base CSOs should devpllmcal ISLMR operationbprocedures v the base safety
officer, if requred.
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4.7.14 Base LMR manager willun theLMR MIS orTRS backup andVMAJCOM exportroutines
between 1-10 January and Q@-luly and povide a copy of this flmrmation tathe conmand LMR
managenot late than 11 anuay/July.

4.7.15 Must train net maragers. Initial training shoud occur assoon as pssible but not later
than 30days afterthe person has been ssigned. Reksher taining must be ecomplished annu-
ally. Use Attachment 3to conducinet managerraining.

4.7.16. Brief net manages on the requirements for consent to CT monitoring in AFI 33-219,
TelecommunicationsMonitoring and Assessmen Program TMAP).

4.7.17. Review LMR needsin contingency deployment planning (AFI 10-404, BaseSupport
Planning). (SeeAttachment 4).

4.7.18 Crossfeedsurplus LMR equipment lists and regsts for equipmenassstance ¢ net man-
agers ad MAJCOM LMR mareger.

4.7.19. Verify all LMR assetsare zeroized or #encrypton modue removed prioto turn-in to
base supply.

4.7.20. (Added-AFM C) Become familiar with LMR system capabilitiglimitations and develop
plans b use HF or SATCOM to cover areas outside LMR coveraget, Within your cente's aea
of respongbility.

4.8 Using Qganiation:
4.81. Commaner Or Designated Representative:

4.8.1.1 Appoirts, in writing, a pimary ard alternateunit né mana@r (unt LMR focd point)
to makesure the fdlowing duties are@omplshed. NOTE:When using a net conttetl by
andher aganizaton, the commader or authaized rgresentative d the unit owning the
equipment willappoint an equipment custodian to perform the duties of the unit mnenanager.

4.81.2 Forwards copy bunit ne& managerappointmenletterto base LMR manager.
4.8.1.3 Annually revalidateghe unt's requrement to determine if CTs ae still necessary.

4.8.1.3(AFMC) The annuatevalidation will be accomplished within 30 dayd the annier-
sary date bthe appoval of theoriginal CSRD ard will include aseparate jgtification for each
communications requrement for which the CT wasorigindly isswed. The document will

identify eachcellular instrument by serialnumber. Thé8ase CSO will tbn re-evéuate he
communications ned for the best technical solution and costing.Failure to perorm the
annuarevalidation wil resut in CT deactivation 30 days dter ndification by bae CSO.

4.8.1.4 Uses theMIS or TRS Fie-Year Replacement Pan when making LMR, pager, and
CT replacementlecisiors.

4.8.1.5. (Adled-AFM C) CTs @n be used in gperaional and contingency plansas the &st
resort. Prior to using CTs, all other means of @mmunication will be exhausted. This
includes, but is not limited to: basetelephone g/stems, portable rados, air-to-ground and
ground-to-ground based radio systems, sitellite based sytems(Iridium), e-mail and fax, if
available.

4.8.1.6. (AddedAFMC) The usingorganiztionsare resposable for all costs incured with
the purchae, use,and maintenace of CTs acquired for their organiztion’s official use.
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4.8.2 Unit NetManager:

4.8.2.1. Prepares requests for LMR equipment according to AFI 33-103 and Air Force
23-series supply instructions.Coordinaie with the ba&e LMR managerd make surerequire-
mentsare clearly defined, competible with existing systems, ahtedhnically feasible before
submitting requiements da@uments.

4.8.2.1. (AFMC) Ensure CSO appval on allreqiests fa mobile commuitations equipment
(i.e.,LMRs, pagersand cellulattelephons) prior to purchass uilizing the IMPAC.

4.8.2.2 Makessure ex@ss equipmeinis turnel in promptly.

4.8.2.3. Makes sure the ase LMR manager has inspected each equipment item before t is
placed in ®rvice or removed from service; turned in to or returned frommaintenance, and
prior to turn in to basesupply.

4.8.2.4 Reports lost or damaged LM#guipment to the b LMR managr, equipment cus-
todian and to base contracting if equpmentis leased. If report of survey or cash cdlection
voudhersare required by Air Force Mawud (AFMAN) 23-220, Repats of Survey for Air
Force Roperty, providesan infomation copy b the LMR managr.

4.8.2.5. Makes sure LMR equipment is on LMR MIS Inventory records. Inform the base
LMR manager, in writing, of unrecorded equipment. NOTE: Unrecorded equipment is not
covered by th mainterance contract.

4.8.2.6. Makessure emough letteries and ather ancillary items br the LMR equipment are
obtained through Isa supply (or otheeppropriatechannelsyand staked.

4.8.2.7 Develops pocedures to makesure prompt repoting of malfunctioningLMR equip-
ment b the bae LMR managr.

4.8.2.8 Establishes pocedures fa delivering portable ad mohle equipmentequiring main-
tenanceand for makirg fixed equipment availabléor maintenance.

4.8.2.9 Reportsfrequencyrequrements ad interference o6 the basdrequency and base
LMR managers.

4.8.2.10 Implement a cstome education gogram, to include trainingrpgrams provided by
the bas&. MR managr (Attachment 3).Opeations Secuty (OPEC) and COM SEC training
propasals should b coordinated vth base/unt OPEC and COMSEQGnanagers.

4.82.101. Brief CT users athe poper use ofCTs b include OFSEC ard abuse.
4.8.2.10.2 Brief CT userson the requrements for cosent © monitoring n AFl 33-219.

4.8.2.11 Promptly notfies the bse LMR manager of changes in LMRjuipment andervice
requiremens.

4.82.12. Performs immedie operatioal cheks an new LMR equipmenplace in service
or returnedfrom maintenance.

4.82.13 Establishes procedures to make sl MRs ae inspected pior to usein a haard-
ous envionment.

4.8.2.14 Establishes writen proceduresor settig DES and COMSEC codeson radics.
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4.8.2.15 Coordnates with the locaCOMSEC custodian toablish keying requements to
support DES or OMSEC-equipped LMR nets.

4.8.2.16 For units with deployment or contingeng missions (Se Attachment 4):
4.82.161. Issuespecializel customerducation docuent, if required.

4.8.2.16.2 Maintain assets, ncluding bdteries, ancilary equpmert, manuas, and so
forth for readines

4.8.2.16.3 Establi written procedures to ssue, receipfor, andship LMR equipment to
and from deploye locations.

4.8.2.16.4 Provdethe bae LMR manager a listfaall LMR equipment thawill be in a
deployel statusfor 30 or moredays.

4.8.2.16.5. Coardinate with the local COMSEC cugidian to estlish keying reguire-
mentsto suppot deployed DES or COMSEC-equipped_-MR nets.

49. LMR MISLMR TRS:

4.9.1. The base CSO nakessure he base LMR manager ses either the current version of Air

ForceStandard. MR MISorLMR TRS b maregethe bae’s host andenart LMR, pager, and CT
asets.

4.9.2 MIS/TRS users mst comply with DoD Directive 5000.1, Defss Acquasition, March 15,
1996; DoD Regulation 00.2,Mandabry Procedures fo Major Defense Acgisition Programs
(MDAPs) andMajor Automatel Information System (MAIS) Acqusition Progams, March 1996;
and AFls 33-104, Basekevel Rannirg and Implementéion; and 33112, Compter Systems

Management.

4.9.3. Using organizations should use thHS a TRS Rve-Y ear Replacement Plan when making
LMR, pager,and CT replacment decisins. The base C® will review and vdidate the
Five-Year Replaemert Plan on an annwal basis. A copy of the validated plawill be furnished to
useragencies fobudget deisions.

4.94. BaseCSO will make sure théM1S or the TRS and maintance grvice contact inventagies
arereconciled annuallwith ore accomplished 30 days pior to contract/optia award date.

4.9.5. BaseLMR mareger will provide usimg organiztions aninventay report for reconciliation
at leastannually, or asrequested.

4.9.6 Base LMR maige will runthe LMR MIS or TRS backup and MAZOM exportroutines
between 1-10 January and Q@-luly and povide a copy of this flmermation tathe conmand LMR

managenot laterthan 11 January/JulyThecommand LMR managers Wwprovide a cop of this
informatian to HQ AFCA/SY XM not late than 1 Februg/August

4.10 Trunked LMR Sys#ms.

4.10. (AFMC) Trunked Land Mobile Radio (TLMR) . The useof TLMR systems is acouraged
when sich g/stemswill alleviate base-wide integration, interoperability, or frequency congedion/
allocation problems and enhance the lase'soverall operational capahlity. TLMR sysems nmay be
established ly individual bases or cooperatively with other federal agendes. Basesshould rejuest
access throudy thewide area trunked stem administrator if a cooperative (widerea) TLMR system
is already operating in their vicinity.Use of"stom plans" with trunkedystems greatly incresasthe
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system's effectivenss during contingencg During contingencies exgiean increase inadio traffic
andrequests to use telephone interconnectio®R$ansshould minimize taffic by limiting telephone
access b emergency usea's aly. Also, have monventional capability on trunking frequencies using
base stations at locations such as scurity police, fire department, hogital, and command post for
direct communications in caséhetrunkingrepeaters go dfthe air. Hwe patable radios programmed
in advarce for sich an event.

4.101. Base LMRmanagermust obtainfrequenciegor a trunked MR system bef@e any pro-
curement etions.

4.10.1. (AFMC) Requrements for TLMR systemscannot te fundel locally or through command
channés urtil a TLMR corverdon plan hasbeen g@proved by the MAJCOM, Depatment of

Commere, National Teleommunications ahInformation Administration (NTIA), Interdejaut-

mentalRadio Adviory Commitee, and Spetrum Planniig Subcommittee.

4.102. Forthe United States and gg&ssions, base LMR mager must prepare a conversion plan
using famat specified in the National Telecommuations and Ifiormation Administration
(NTIA) Manual ¢ Regulationsand Procedure$or Federal RadioFrequency Maagement, Chap-
ter 10.8. Submit completed conversion planthrough command dhannels to the Department of
Commece, National Teecommuni@tions, andInformatian Administration, Internatonal Radio
Advisory Commitee, Spectrun Planning Subcomitiee. Othe overseas basasust follow host
nation agreemest

4.11. Cellular Tdephones. Use CTs for dficial government administrative business and manage
according to thedirectives and guidelines governng maragenent of telephme systemsin AFI
33-111. Do not approveCTs for use in environments whex classified, sensitive, @ critical informa-
tion may beinadvertently overheard and transmitted. Restrict CTs to administrative requirements
only. Use @llular seure Elephone umt-1ll (STU-III) to satisfy operational mission requirements
only when time corstraints prevetthe tse of othersecuremeans.

4.11.1.(Added-AFMC) Center commanders wlilverify all CTsin use are requred.
4.11.2 (Added-AFMC) Using OrganizationrCommande or DesignatedRepresentative:

4.11.2.1(Added-AFMC) The using organizations will maintain CTs andtcata to support
future auds. They will mairtain total number bassets and cg of CT usagegairtime + ser-
vice charges).

4.11.2.2 (Added-AFMC) Develop CT usage parameters defining excessve us, non-use,
and unofficial se.

411.3. Added-AFMC) All bas organizations are regonsible for allcosts ncurred with the
acquisition, ge ard maintenance ofetlular phonesacquired for their organizationt$ficial use.
The communications unwill continue © assist customersylproviding efficient techni@l solu-
tions fa their commuications neesl When it makes good ense, he commuitations unit may
bundle cetomer regirements in ordr to obtan the nost competitve pricing fom commecial

providers.

4.12.(Added-AFMC) Wing/Group Commanders willseblish procedures to sure wits puchas-
ing mobile communications equipmenfLM Rs, pagersand cellulartelephones) utizing thelMPAC
processobtain C® approval pior to puchase.
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4.13. (Added-AFMC) LMR Maintenance:The bas€CSO will establish a focgboint to control and
track maintenane, and serve as th@uality Assurance Evaluatdor the contracting officer.

4.13.2. (Adled-AFMC) Contact Maintenage. Use warranty service urde mision or costs dic-

tate oherwise. Thebase CSO, LMR manag and using @ganizations cetermine therepair

method whit resultsin the lowest totd overall cat (as-requred caost, plus costof spares, versus
cost under a recurring contract). Base CSQOshould ensure maintenanceservice contrads permit

gualified DOD employeetperfam LMR equipment installationsandremovals.

4.13.2.1(Added-AFMC) Items requing infrequent maintenance (s as entral base pag-
ers and ancillary equipment, cellular teleptwehicular chargersntennas, smnes, pub-

lic address systems, sirens, light bars, etc.) should be maintained on an "asrequired" basis

unless it icosteffective or mission essentid to do otherwise. Eing organizationsre respon-
sible for all cats incured to repairor replace MR assts or as spafied in thelocal bae con-
tract or procedures.

4.13.2.2. (Adled-AFMC) Normally, only high prigity centralized mision esential equip-
ment,and intrinsicaly safeland mobile radiosIELMRS) arecovered by a recurmg contract.

4.13.2.3. (AddedAFMC) BaseCSO enswes LMR maintenance contract addresses wartime
or contingencyequirementsnd support. Use ARB3-106, Attachment 4, asa guide.

4.13.3.(Added-AFMC) Maintenance Documentatiobsethe LMR MIS or LMR TRS mainte-
nance lg subsystem as th@aintenancerecord for LMR assets.

4.13.4. (Added-AFM C) Preventive Maintenance. Perform amual prevertative maintenance
inspetion (PMI) on high priority, certralized mission essential equipment. Perform PMIs on
equipmert cettified as intrinsicaly safeand usel in hazareus ewironment as determned by
manudacturer, Factory Mutual Reeard Corporation, orthe Air Force Séety Agercy, whichever
is the moststringent Document PNks in the LMRMIS or LMR TRS equipmersubsystem.

4.13.5. (Adled-AFMC) DeployedLMRs. Units with deployment missionsjuiring LMRsmust
arangefor maintenancetaleployment locations using #following options:

4135.1. (Added-AFMC) If available, coitract maintenance mordinated in advance with
deployed loetionsand includel in the appropriak opaations plas.

4.13.5.2. (Adled-AFMC) Deployment ofspare LMR equipmentnd parts.
4.13.5.3. (Adled-AFMC) Organicmaintenane, if authaized.
4.13.5.4. (Adled-AFMC) Shippingto CONUS uriifor reparr.

Section C—Managing the Military Affi liate RadioSystem
5. The MARS Mission. For a full statemen, refer to DoD Diredive 4650.2, Military Affiliate Radio
System (MARS), January 17, 1986/ Chang 1.

5.1 Using MARS povides:

5.11. Worldwideemergency communicatios

5.1.2. Fixed and maile communications that support the disaster preparedness program (AFI
32-4001,DisasterPreparednss Planning and Opsstions).
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5.1.3 Point-to-pant record data and wice communicatonsthat suport peronnel morale and
welfare.

5.2. MARS Conssts d Military and Afiliate Organiationd Elements:
5.2.1 Themilitary element includes contingency MAR&:ilities.

5.2.2 The afiliate element consists of amateradio operatorsand ther stations. This element
augmens military capabilities and provides a volunteer regeofstations and trained radio ep
atars thd support mora and welfare.

6. Respmsibilities:
6.1 HQ USAF/SC develops MRS policy and provdes overall guidancefor the MARS program.
6.2 The Chief, USAFMARS (HQ AFCA/SYXM):
6.21. Manageshe MARS pogramfor HQ USAF.
6.2.2 Issuesoperating publication® MARS stations.

6.2.3 Represents HQ USA onthe DoD Joint MARS Chiefs Panel, amateadio conventions,
andMARS conferenes.

6.2.4 Coordinates vih MARS chiefs fom otherservices on matters reqing joint-service reso-
lutions.

6.2.5 Coordinatesvith MAJCOMSs:
6.25.1 To detemine emergency ahcontingercy communicationsequrements.
6.25.2 To ansver MARS frequery requests.

6.2.6. Sends valid frequecy requests to theAir Force Fequency Maagemat Agercy
(AFFMA).

6.2.7. Developsand publishes guidelines dmanagemerprocedues for MARS oreratiors.
6.28. Assigns andnanages MARS Repeaterfrequencies amrdingto AF 33-118.

6.2.9. Establistes amanagemen structure b administer the dfiliate organization and contrbnet-
work operations usmAF Forms 3661, MARS Pasonnd Action Notfication, and 3665,Military
Affiliate Radb System Certificate of Appointment.

6.210. Appoints regio and state MRS directors and othekey afiliate dficials.

6.211. Overses the maagement 6 excess and surplus governmemnoerty acquired fo use in
MARS through the MARS property ecountable officer.

6.2.12 Respondsd applicatonsfor MARS membersip and isues AF Form 3666, Military
Affiliate Radio System Station Lices ard Identification Card.

6.213. Serves as AiForee liaison for amateuradio.

6.2.14. Controls and issuesDepatmernt of Defense (DD) Form 2350, DoD Military Affiliate
RadioSystem (MARS) Disaster Suppat Identification Card.

6.2.15 Budgets for pstagestampsfor MARS regiors.
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6.2.16 ApprovesDD Farm 630, Department of Defense Application for Membership in Military
Affiliate Radb System(MARS), which authoizes MARS station operations.

6.2.17 Approvesauxiliary MARS stationsalong with the hod command.
6.2.18 Authorizesthe affiliate to operate a MRS station byapproving DD Fom 630.
6.2.19 Terminates affiliates who bring dscredi upon themselvesor MARS, or who fal to:
6.2.19.1 Abide by the publications ahrules goerning MARS.
6.2.19.2 Complete requireM ARS training.

6.2.19.3 Maintain minimun quarterly partipation on established MARS d® nets as
instructed by published managerhguidelines.

6.2.194. Maintain acurrert Federal CommunicatiarCommssion amatedradiolicernse.
6.2.195. Notify appopriate authoties of a change foaddress.

NOTE:

Terminated diliatesmustwait 2 yeas befae requesing reirstaterrent in theMARS program. Affiliates
that resign mst wait 1 year before requsting reinstatement. Mmbers termnated forextreme cause (for
example, unbecoming conduct) must veartinimum of 5 years é&fore requeting reinstatement in any of
the militaryservices MARS prograns.

6.2.20 Temination wavers of affiliatesmay be granted for extenuating circumstancesn a
case-by-case besis.

6.221. Grantsperiods ofinactive statusto MARS affiiates an aca®-by-case lesis.

6.222. Establiskes proceduresfor MARS affiliatesto ace@ss the govexment telephone syeshs.
6.3 MAJCOM CSGs:

6.3.1 Appoint a commath MA RS director.

6.3.2 Identify MARS suppot requirements.

6.3.3 Appoint installationMARS directorsasrequired.

6.3.4 Notify Chief, USAFMARS of all appointments.

6.4. Instdlaton canmanderswill appoint an ingallation MARS dredor who will administer the
local MARS lasesupport tem program.

6.5. MARS Affiliates:

6.5.1 Comply with publicationggoverning MARS operations.

6.5.2 Submit fequency requsas through the Chef, USAFMARS.
6.6. MARS accountal# officers proces DD Form 1348 1A ,Issue Releag/Receipp Document.
6.7. MARS officials:

6.7.1 Use AF Form 3663United StatedAir Forcee Global HF SystenmCertfication, to malk sure
frequercy compliance.
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6.7.2. Use AF Form 427 Military Affiliate Radio SgtemMessage,to process mesages.

7. Military MARS Stations. Thesestations cosist of unmanned(standby) 8 MARS stations. MAJ-
COMs and baesshoud suppat military MARS stationsn thesame manner as other Atorce commu-
nicationsfacilities. The laseunit of assignmeroversees equipmémaintenance.

8. Auxiliary MARS Stations. Installations are authozed to establish auxilialy MARS statiors for spe-
cial missionssuch as Unite StatesAir Force Reserve, ANGCivil Air Patrol,and bae morale, welfare,
and recreation.

9. Eligibili ty for Affiliate M ember ship.
9.1 Refer b DoD Directive 46502 for eligibility requirementgor affiliate membership.

9.2 Requet affiliate memberstp on DD Fom 630 through the state MARS dector.
9.2.1 Membeship nthe MARS program of more @h onemilitary service is nbpermitted.

10. Training. Referto the MARS opeating directives for training guidelines.
11 Operating Directives. Follow MARS operatimg directives wih allied communications puightions.

12. Support to Civil Agencies.

12.1. Refer to the National Military Command SysteiMational EmergencZommunicationdlan
(Secret) forMARS suppat guidelines for civil agencis.

12.2 Referto AFPD 32-40, DisssterPreparednss, far support gidelinesfor civil agerties neamil-
itary installations.

13. MA RS Mobile Communications Staions. Installation commanders:
13.1 Determnetherequirement$or a MARS nobile communications station.
13.2 May estabkh a MARS suppot team of local afiliatesfor contingencyrequiremerg.

14. Storage and Shipnent of MARS Equipment. Any active duty, military MARS member may ship
or stoe MARS equipmehat govenment experse. (See JoihTravel Regulations

15. Governmernt Telephones.MARS dfiliate officials may use government telephomsystemsfor offi-
cial business.

16. Official Mail. MARS affiliates mag use dficial mail to conduct diicial MARS busines according
to DoD Manwl 4525.8/AFSup, DoD Official Mail Manual, April 1994.

17. Checklists.Use the qustions atAttachmernt 6, Attachment 7, Attachment € andAttachment 9,
along with AF Form 2519, All Purpose Chedklist (available electronicdly) to develop a checklist for
MAJCOM LMR, MARS, HF, ad MYSTIC STAR management.
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18. FormsPrescribed. This instruction prescribes AF Forms 427, 861, 3663, 365, 3666 and DD
Forms630and 2350.

WILLIAM J. DONAHUE, Lt General, USAF
Director, Communications am Information



18 AFI33-106_AFMCSUP1 5 NOVEMBER 1999

Attachment 1
GLOSSARY OF REFERENCES, ABBREVIAT IONS,AND ACRONYMS

References

DoD Manud 4525.8/AF SupDPaoD Official Mail Manual, April 1994

DoD Directive 4650.2Military Affiliate Radio Sysem (MARS), Janary 17, 1986/ Change 1
DoD Directive 5000.1Peferse Acquisition, March 15, 195

DoD Regulation 5000.2viandatoy Procedure$or Major Defense AcquisitionrBgrams(MDAPS) and
Major Automate Information Systems (MAISAcquisition ProgramsMarch 1996

AFKAG-2, AF COMSEC Accountig Manual

AFSAL/NTISS 3005, Safeguarding ard Contrd of Data Enayption Standard (DES) Equipment and
Associated Unclasified Communications SectyiAids

FIPS Publication 140-1Security Rquirements fo Cryptogaphic Modules
AFPD 32-40, Dsaster Preparedress

AFPD 33-1, Command, ContrdCommurncations, and Computé€4) Systems
AFl 10-404,Base Suppa Planning

AFI 32-4001,DisasterPreparednss Planning and Opetions

AFI 33-103,Requrements Development ad Processing

AFI 33-104,Base-Levé Planning ad Implementation

AFl 33111, TelephoneéSystems Maagement

AFI 33-112,Computer Systems Mamgement

AFI 33-118,Radio FrequencySpectrum Managment

AFI 33219, Telecommunications Monitorgiand Asesmert Progam (TMAP)

AFl 36-2233,Air Force On-the-Job réining Productsfor Communicatios-Electroncs Enlisted Spe-
cialty Training

AFI 37-124, The Iformation Collectiongnd Reports Mnagement ®gram; Controlhg Internal, Pub-
lic, ard Interagency Ai Farce Informatian Collections

AFMAN 23-220,Repats of Survey for Air Fore Property

DISA Circular 31070-79,MYSTIC STAR Netwok ManagemenWanual and UserGuide (Publication
can le obtained by writng to the Drector, DISA, ATTN: BLA, 701 S. CourthousRoad., Arlingon VA
222042199)

AFQTP 2E1X3-210W, Bae Land Mobile Rad Management

Abbreviations andAcronyms
AF—AIr Force ésusedin forms)
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AFCA—AIr Force Communications Agency

AFCI| C—Air Force Communicationsand InformationCenter
AFFMA— Air Force Frequency Agncy

AFI—Air Force Instruction

AFKAG— Air Force Cyptographic Operatiom&ereral Pulblication
AFMAN—AIr FarceManud (new designation)
AFPD—AIr Force Polig/ Directive

AFQTP—AIr ForceQualification Training Packge
AFR—AIr Force Regulation

AMC— Air Mobility Command

ANG—AIr Nationa Guard

C2—Commanaand Control

C4—Command, Control, Communicatioras)d Computers
COMSEC—Communications Security
CSO—Comnunicationsinformation Systems QGicer
CT—-Cellular Telephone

DD—Department of Bferse (as sed in forms)
DES—Data Encryptia Standard

DISA—Deferse InformationSystems Agency
DoD—Department of Bferse
DRU—DirectRepating Unit
FIPS—Feder&lInformationProcessing Stancard
FOA—Field Operating Agency

HF—High Frequency

I SLM R—Intrinsically SafeLand Mobile Radio
LMR— LandMobile Radio

MAJCOM— Major Command

MARS—Military Affiliate Radio Sgtem

MI S—Management Infonation System
MNCS—Master Né Contrd Station

MSOTMO— MY STIC STAR Ops Tech Manager
NIST—National Instituteof Standards an@echnology
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NSA—National Security Agncy

NTIA—Nationd Telecommunications aridformation Administation
NTISSI—National Telecommunicati@ginformation Sgtems Security Istruction
OPSEC—Operations Security

QTP—~Qualification Training Paclage

STU-Il |—Secure TelephaUnit-11

TRS—Tracking aml Repoting System

USAF—United States Air Force

USGEID—United Sates Goverment Equpmentldentification
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Attachment 1 (Added-AFMC)
Abbreviations andAcronyms
PMI--PreventiveMaintenane Inspection
SPS--Spectrum Planning Subcommittee
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Attachment 2
LAND MOBILE RADIO CONTINUITY FOLDER

A2.1. LMR mana@rs maintain complete and current recoial continuity. Include thee items in the
continuty folder:

A2.1.1. A list of manageraind alternatg including nets, units, dfce symbols, ad telephone num-
bersfor:

A2.1.1.1 MAJCOM LMR manage.
A2.1.1.2 Contractes and contract ranagers.
A2.1.1.3 Base supply equipmetmanagementreserch, and receivimg personnel.
A2.1.1.4. Base contracting dfice personne{service and supply sectiay.
A2.1.1.5 Base frequeng manager.
A2.1.1.6. Base COMSEC and OPSEC offiers.
A2.1.2 A list of governing directives and relatel pulicationsand the location of tle publication.
A2.1.3. Procesing procedures and examplesooimpletedorms.
A2.1.4. Net restoration priorities.
A2.1.5 Procedurefor denilitarizing LMR assets.
A2.1.6. A customereducation packagethat includes:
A2.1.6.1 A copy of the customer edeation brochure or publication.
A2.1.6.2 Cross-feed updates.
A2.1.7. An equipmeninventow list with an explanationfoyour reconciliation method. Include:
A2.1.7.1 Cortrads.
A2.1.7.2 A sample of a requetletter yal received from némanagers.

A2.1.8. Procedures foprocesing assts for repairs when they are covered undeontract and when
they ae not. Incluce:

A2.1.8.1 An example of completd AF Form 1297 Temporary | ssue Receipt.
A2.1.8.2 An example of acompletel job control log.
A2.1.8.3 An example of clam and repair tickts completed by LMR maragers and contractors.
A2.1.8.4. Contrd procedure$or mobile,portable, andixed asets.
A2.1.8.5 An example of aletter repoting loss, damagepr stoped paymers.
A2.1.9. A copy ofthe mostrecent replaement plan.
A2.1.1Q0 A copy ofa bae map showing equipment istallations. Also incluce:
A2.1.10.1 Copies of individual et diagrams.
A2.1.10.2 A list of locations requing escorted eny.
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A2.1.10.3 The method you used toordinate escorted ent

A2.1.11 Alist of the bas& MR manag@r'sresponsibilitiesfor oveseeing tle cental base pagimg sys-
tem Include:

A2.1.11.1 Operating infomation for the system erroder andan explarmtion of its purpose.
A2.1.11.2 Contrd proceduregor pagers and examples otompleted shippirg forms.
A2.1.11.3 Procedures foissuing spare pagers.
A2.1.12. Maintenance athupdating procedtes for the MIS/TRS.
A2.1.13. Contingercy LMR procedures includg instructions n using warreserve materiel.
A2.1.14 A list of:
A2.1.14.1 COMSEC equipmehusers.
A2.1.14.2 Procedures foobtaining keyiig materal from COM SEC custodias.
A2.1.14.3 Procedures focoding LMR assets.
A2.1.15 Proceduresor getting engineerig help.

A2.1.16. Proceduresor establishing annualMLR mainterance contracts. Include a explanation of
how you:

A2.1.16.1 Budgetfor repairs.
A2.1.16.2 Characterize yauequipmehand develomlist of working parts.
A2.1.16.3 Get reededsuppat within your time requirements.

A2.1.17. The LMR contracsurveillanceplan.

A2.1.18 A list of military technicians trained h LMR repair.

A2.1.19 Letters from cetomeas or questionnare respoges.
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Attachment 3
TRAINING TOPICSFOR LAND MOBILE RAD 10 NET MANAGERS

A3.1. Thefollowing general topicare mandatry for use in tle net manager's training guidd.dd tothis
list asrequired by local contdons.

A3.1.1. Gereral Information:

A3.1.1.1 Points ofContact.

A3.1.12. Applicable Publications.

A3.1.1.3 Systems Decription.

A3.1.1.4 Net (or Talk groupDescription.

A3.1.15. Management liormation Syeem (MIS).

A3.1.1.6 Communications-lformation SystemRequrements Douments.

A3.1.1.7. Frequery Requiremens.

A3.1.1.8 Intrinsicaly S&e Requiremens.

A3.1.1.9 Equipmentinventories.

A3.1.1.10 Equipment Markings.

A3.1.1.11 Budgeting Procedures.

A3.1.1.12 Repla@ment Plans.

A3.1.1.13 ContingencyProcedurs.

A3.1.1.14 CustomeiFeedback.

A3.1.1.15 Audits.

A3.1.1.16 Explanation & Terms.

A3.1.2. Maintenane andOperating Procedures for LMRsand Cellular Telephone:

A3.1.2.1 General Oprating Rules.
A3.1.2.11. Procedures$or Procssing Assets for Repar/Operator Maintenane.
A3.1.2.1.2 Warranty Infamation.
A3.1.21.3 Pecuniay Liability in Case of Misuse or Abuse.
A3.1.2.14. Contingercy Operations.
A3.1.2.1.5 Operating RestrictionsiHazardousEnvironmens.
A3.1.2.1.6 Inspection ard Opeaation of Intrinsically Safe LVRs.
A3.1.2.1.7 Data Encyption Standards (DES)/Fascinator.
A3.1.2.18. Meaconing, Imusion,Jamming,and Inteference Repating Procedurs.
A3.1.2.19. Command,Control, ard Communication&€ountermesures.
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A3.1.2.1.10 Consert to monibring, AH 33-219.
A3.1.3. COMSEC anl OPSEC:
A3.1.3.1 Useof COMSEC Equpment.
A3.1.32. OPSEC Requirements.

A3.1.33. Essentid Elements of Friendly lformation.

25
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Attachment 4
PLANNING FOR LAND MOB ILE RADIO DE PLOYME NT

A4.1. Same units have known orgbable deployment locations, often in other nations. Other oniss
plan fa deployment anywhere. The base CS@nd LMR marager must advise bae and unit planers to
consider LMRneeds wel in advance banydeployment. Sore of the factordo consier are:

A4.1.1. Will you neel your LMRs? Maybe the hat base cansatisfy the need.

A4.1.2. Are your frequencies able in tre host area? (Send regteewell in advance [Al 33-118).
Coordinate overseasrequirements through te Air Force theater command frequency management
office.

A4.1.3 How will youmaintain LMRS?
A4.1.4. Do you ned spares?Whatis the pobability of combat damage or loss in transit or handling?

A4.15. Will chargers wdt on host-ration or hostbase power soures? (Voltags and frequeies
vary by ration.)

A4.1.6. Will you need fixed base statios, repeatersand antenre? Should you pregasition them,or
will youcarry and irstall them yourself?

A4.1.7. Will you need speial procedures and dadigns?

A4.1.8. Do you have ade@ie geographidacoverage?

A4.1.9. Do you ned encryption (DI, Type 1, etc.)?

A4.1.1Q0 What abou interoperabiliy with other units? (Frequemies,DES, Type 1, etc.).

A4.1.11 Areyour LMRs @pable ofopeating within haost base/hos nation LMR technial parame-
ters i.e., frequency,channel gacing, power, etc.?(Send regess well in advance [A&l 33-118]).

Coordinate overseasrequirements through te Air Force theater command frequency management

office.

A4.1.12 Dewelop a eployed continuity foldeby tailoring the infomation in Attachment 2 to meet
your requiremens. The base poirts of conta¢ now become thdeployed points d contact.
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Attachment 5
CELLUL AR TELEPHONE ACQUISITION DECISION MATRIX

A5.1. Doesthe requirement documespecify thatthe primay use is for Commaun & Control Commu-
nications? If "YES," look for a technical solution othé&an a cellulatelephone. 1"NO," proceed to the
next paragraph

A5.2. Doesthe requiemen document identy a need forransmision/reception of Classified, or Sensi-
tive Undassified Information in amobile ervironmernt? (If "YES," look at aportable/mobile STU-III
technicalsolution rather than a conventionadltwlar instrument. f"NO," proceed to tanext paragaph.)

A5.3. Does sdisfaction of this requirement with a cdlular telephone result in the net reduction in the
numbe of LMRs a pagersmn use a the bas? (If "YES," examine paragphsA5.4.,andA5.5. If "NO,"
proceed b paragaph A5.6.)

A5.4. Does the requirement document identify a misgon that was previously saisfied by an LMR or
pager?(If "YES," procead to paragraphA5.5. If "NO," procee to paragrapA5.6.)

A5.5. What apect d the original mission has changed, which makesahgnued use of LMR or pagers
unwakable? (If therequirement is sentially the same adefore and conenience is the primg reason
for therequest, aquisition of a cellulartelephoneis nd warranted. If there is asubstantial change to the
mission, proced to paragraplA5.6.)

A5.6. Isthere a Serious Mision Degradation, Faitg, or Life and Death Impact not peviously present
that you anna meet through these of LMRs or pagrs? (If "YES," consider tie applicability of cellular
instruments. If "NO," look foratechnicd solution othetthan cellular telephone.)
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Attachment 6
CHECKLIST FOR MAJCOM LAND MOB |ILE RADIO MANAGE MENT

A6.1. Has the MACOM establshed a single poin of contact for LMR isstes & their headquaters?
A6.2. Has the MACOM appointel aLMR Manager?

A6.3. Has a copy bthe conrmand-level LMR manager appointent letterbeen forwarded to HQ AFCA/
SY XM?

A6.4. Has the MACOM LMR managercompleted AFQTP 2E1X3-210W?

A6.5. Is the MAJCOM LMR managr using tle current \ersion of the LMR MIS or TRS to manag the
commands LMRs, pages, and @llular telephones?

A6.6. Doesthe MAJCOM LMR mareger compile thecommands basedvel LMR MIS or TRS datdy
31Januaryduly?

A6.7. Isacopy d the compild LMR MIS a TRS data povided to HQ AFCA/SYXM not laterthan 1
February/August?

A6.8. Doesthe MAJCOM LMR manager review and provide feedback to field units concening the
accuracy bthe LMR MIS a TRS data?

A6.9. Doesthe MAJCOM LMR manager revie LMR-related locd and MAJCOM audit reports, iden-
tify, base-level aficiency patternsand trends,crosfeed the infomation to al commarm elementand HQ
AFCA/SY XM, and monito base-level actions takenthin ther commands?

A6.10. Does the MAJCOM LMR manager closely evaluate planned base-level corrective actions for
auditrelated LMR dé&cienciesand ensure that procedural cani$ to pevent recurrenceare included and
implemented?

A6.11. Doesthe MAJCOM LMR manage crossfeed suplus LMR equipment lists andrequests dr
equipmemassistanceto commandasesand otheMAJCOMSs?
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Attachment 7
CHECKLIST FOR MILITARY AFFILIATE RADIO SYSTEM (MARS)

A7.1. Does he Chief, USAF MARS appoint qualified affiliates to the postions of Regon and Sate
MARS directors?

A7.2. Control the ssueof DD Forms 238, DoD Military Affiliate Radio Sysem (M ARS) Disaster
Support | dentif ication Card?

A7.3. Require ad Maintainthe quarterly participatiorepots on MARS members aseceived from the
region Operations ahAnalysis manager?

A7.4. Does tke Chief, USAF MARS monita frequency requesor MARS use?
A7.5. Has the MACOM CSO appoirted a MAJCOM MARSdirector?
A7.6. Are Installatim MARS appointed as required?

A7.7. Has a copy ball MAJCOM installation MARS director appoitments been pvided b the Chief,
USAF MARS?

A7.8. DoesMARS accountable @iter makesure DD Form1348-1 is propey processed torelease gov-
ernment propety to qualified recipierd?
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Attachment 8
CHECKL IST FOR GLOBAL HIGH FREQUENCY (HF) SYSTEM

A8.1. Hasthe Global System Manager:
A8.1.1. Establisked a single setfoAir Force procedures floGlobd HF sysem operations?

A8.1.2. Reviewed ad implemented M\JCOM-level recommendationfor changs to the Ar Force
Global H- System procedurs?

A8.1.3 Coordinated missiomequirementswith sysem users?

A8.1.4. Answered qustionsfor intercommad and interservie special communications support?

A8.2. Hasthe Gobal HF System Manager:
A8.2.1 Evaluatel Global HF Sgtem network prformance?

A8.2.2. Accompaniel MAJCOM HF Managers on sth¥isitsto evaluate operations, equipment use,
and system irtegrity?

A8.2.3. Overseen opgrations of asets undetheir contol?

A8.2.4. Matched emplgees aml equipment to job requiremens?

A8.2.5. Evaluatedraining,operationsand equipmetruse?

A8.2.6 Coordinated publicatio creation ad production?

A8.2.7. Tracked each publication through poduction andreportedts statusto the system manager?
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Attachment 9
CHECKLIST FOR MYSTIC STAR SYSTEM

A9.1. Has the MYSTIC STAROps-Tech Managr (MSOTMO) asesed netwok peformance?
A9.2. Has the MSOMO compared peformancerendsto establish standards?
A9.3. Hasthe MSOTMO recommend®improvements 1o criteria, documerstion, or gerformance?

A9.4. Hasthe MSOTMO worked with psonnel on all plansfor operating, maintaining maging, con-
trolling, and cofiguring the network?

A9.5. Has the MSOMO recommended budgetsrfoetwak operations?

A9.6. Has theMSOTMO reportedthe eratimal status, perforance status, or limitations of the net-
work to HQ AMC/SCP?

A9.7. Has the MSOMO implemented plans arspecial sygtem configurations?
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